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AL-HADI (MAHA PEMBERI PETUNJUK, THE SUPREME
GUIDANCE)

dan agar orang-orang yang telah diberi ilmu, meyakini bahwasanya Al Quran itulah yang
hak dari Tuhan-mu lalu mereka beriman dan tunduk hati mereka kepadanya dan
sesungguhnya Allah adalah Pemberi Petunjuk bagi orang-orang yang beriman kepada
jalan yang lurus

And that those on whom knowledge has been bestowed may learn that the (Qur'an)
is the Truth from thy Lord, and that they may believe therein, and their hearts may be
made humbly (open) to it: for verily Allah is the Guide of those who believe, to the
Straight Way

(QS AL HAJJ:54)
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DISCLAIMER

® This presentation material, including examples, images,
references are provided for informational and explanation

assistance only.

®* The names of actual products and companies mentioned here in,

if any, may be the trademarks of their respective owners.

® Credits shall be given to the images taken from the open-source

and cannot be used for promotional activities.
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OUTLINE

®* Blockchain Technology Features
®* Cases in Defense (Military) and Blockchain Application
Possibilities

®* The Prospect of Blockchain Implementation
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BLOCKCHAIN TECHNOLOGY FEATURES

g

Consensus
(Check
Recheck)
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HOW DOES BLOCKCHAIN WORK?

Requested transactions are funneled
into a P2P network and broadcast Individual nodes recieve
to each individual computer (or node). the request and validate the

One party requests
transaction using an algorithm.

a transaction.

Once the block is added to
an existing chain, transactions
are complete and permanent.

\

o0 00 00 060
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w w w w Approved transactions
are represented as blocks

and added to a public ledger.
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BLOCKCHAIN — HASHING

Hash: 128F Hash: 6BQ1 Hash: 3H40

Previous hash: 0000 Previous hash: 1Z8F Previous hash: 6BQ1

ARWIN.SUMARI@TNI-AU.MIL.ID [BLOCKCHAIN JAKARTA 2019] 9




BLOCKCHAIN - IMMUTABILITY

Block#0 Blocki#l Block#2

index index index
timestamp timestamp timestamp
previousHash previousHash previousHash
hash hash hash

data data data

GENESIS

BLOCK #3 BLOCK #4
BLOCK BLOCK #2

Data: ... Data: ... Data: ... Data: ...
Prev. Hash: 00000 Prev. Hash: 056FH Prev. Hash: HJl66 Prev. Hash:(ZU77F

Hash: 056FH Hash: HJl66 Hash:(BB431 Hash: 789BV

ARWIN.SUMARI@TNI-AU.MIL.ID [BLOCKCHAIN JAKARTA 2019] 10



BLOCKCHAIN — CONSENSUS

Transaction Transaction Transaction Transaction Transaction Transaction Transaction
Data Data Data Data Data Data Data

Conflicting Conflicting
Transaction Transaction
Data Data

The chain with conflicting
transaction data is no longer in
consensus with the main
blockchain and isn't validated
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BLOCKCHAIN — DECENTRALIZED O/
T—

/

Attack
Resistance

Collusion
Resistance

Decentralized

nodes are only connected to peers
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BLOCKCHAIN - DISTRIBUTED

Cost Reduction

Expandability

Improved
Performance

Local Autonomy

Distributed
nodes distribute work to sub-nodes | e Rel ia bi | ii'y

Scalability

Shareability
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Cases in Defense (Military) and
Blockchain Application
Possibilities







MILITARY OPERATIONS — NATION DEFENSE

Reconnaissance
Sa\tellite

Reconnaissance

Command and Satellite
Control

Sensor (Surveillance/

/secured Communicatio \ Reconnaissance)
/

Weapon System + S~

)

Spare Parts Comm AEWSC Aircraft
Link

(Air Gommand Post)

Secure Messaging
(Tactical Data Link)

N \
\ ObseNAtior,s/\tut\he Operation Field
SO \

\

Shooter

S S

Mobile Radar UAV Ground
Control Station

CYbers pdce Fix Ground

Station
Command Post
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MILITARY OPERATIONS - REPRESENTATION

Decentralized

T mamEER

Agent 10
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\l\oWEAPON SYSTEM MAINTENANCE
\

To ensure that the

O System/Part(s) delivered
to be Repaired is the same
System/Part(s) which will
be returned to Service
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* \\OCHALLENGES
\
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Skill

Regulation

Can become Huge Network

Slow Information Processing
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Thank You
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* K\OCREDITS
\

https: //www.g2.com/categories/blockchain

* https://www.ngfcet.com/blog-article /blockchain-technology-explained

® hitps://www.quora.com/What-is-immutable-data-in-blockchain

* https://www.globalsoftwaresupport.com/immutable-ledger-blockchain /
* https://www.blockera.io /blog/2017/8/29 /blockchain-101
® https://www.blockera.io /blog/2017 /8 /29 /blockchain-101

® https://hackernoon.com/centralization-vs-decentralization-the-best-and-worst-of-both-worlds-
/bfdd628ad09

* https://hackernoon.com/centralization-vs-decentralization-the-best-and-worst-of-both-worlds-

/bfdd628ad09
® https://blogs.wsj.com/cio /2016/02/02 /cio-explainer-what-is-blockchain/
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